Information security is of universal concern to computer users from all walks of life. Though gender differences in technology adoption are well researched, scant attention has been devoted to the study of gender differences in information security. We address this research gap by investigating how information security perceptions and behaviours vary between genders in a study involving 624 home users. The results reveal that females exhibit significantly lower overall levels of security behaviour than males. Furthermore, individual perceptions and behaviours in many cases also vary by gender. Our work provides evidence that gender effects should be considered when formulating information security education, training, and awareness initiatives. It also provides a foundation for future work to explore information security gender differences more deeply.
Introduction
Information security is becoming increasingly important for individuals as well as organisations as information technology becomes part of all aspects of everyday life. Approximately 25% of data breaches in organisations are caused by end-users (Ponemon Institute 2013), similarly home users often fail to adopt basic security measures (Alshammari et al. 2015) or comprehend common security issues such as spam or phishing emails (Rajivan et al. 2017) . Technical protections are part of the solution but human security behaviour is integral to effective protection. Security education, training, and awareness initiatives can help inform users' appraisals of security threats and provide guidance on how to effectively respond to these threats (Puhakainen and Siponen 2010) . There has, however, been limited research on how demographic differences influence information security behaviour (Gratian et al. 2018 ), yet understanding this could be important in identifying users who may be more likely to have poor information security behaviour (McCormac et al. 2017) . Understanding these differences can be used to tailor initiatives to increase their effectiveness. This paper focuses on one key individual difference -gender -with the aim of investigating the role of gender differences in security behaviours and perceptions in order to identify differences that may have implications for securing home users' devices, software and data. It is the first large scale study that both targets a broad range of personal information security behaviours and considers gender differences in terms of the potential contributors to security behaviour proposed by Protection Motivation Theory (PMT) (Rogers 1975; Rogers 1983 ) and information security research that has arisen from it (e.g., Anderson and Agarwal 2010; Thompson et al. 2017; Tsai et al. 2016) . It addresses the scarcity of research on gender differences in information security behaviour.
Background
Very little research has examined gender differences in information security behaviour, but differences have been identified in information technology use and perceptions associated with it. Women have been found to be more anxious about using information technology (Broos 2005; Chua et al. 1999; He and Freeman 2009) . They also perceive software to be more useful than men do, but less easy to use (Gefen and Straub 1997; Venkatesh and Morris 2000) . Women are also more influenced by ease of use in their e-learning adoption decisions (Ong and Lai 2006) and have less information technology experience, knowledge and computer self-efficacy (He and Freeman 2009 ).
The gender differences in security behaviour that have been found in the information security domain include females having a greater susceptibility to phishing attacks (Jagatic et al. 2007; Sheng et al. 2010) , poorer password behaviour (Gratian et al. 2018) , and lower likelihood of adopting privacy protecting behaviours (Milne et al. 2009 ). Females have, however, been reported to have higher levels of security concerns (Hoy and Milne 2010; Laric et al. 2009; Mohamed and Ahmad 2012) . Findings such as these suggest that further research is needed to understand the reasons for these findings, and their implications.
Models such as PMT (Rogers 1975; Rogers 1983) have been used to help understand information security behaviour. PMT was originally developed in the context of health behaviour research and proposes factors that potentially influence intentions to undertake recommended behaviours. Studies applying PMT in the information security domain have successfully explained a substantial amount of the variance in information security behavioural intentions (Sommestad et al. 2015) . Previous information security research that has used PMT suggests that user perceptions relating to perceived vulnerability, perceived severity, security self-efficacy, response costs and response efficacy can all influence security intentions (e.g., Boss et al. 2015; Liang and Xue 2010; Mwagwabi et al. 2018 ). In addition, subjective norm and descriptive norm have been shown to play a role in previous personal information security behaviour research, with subjective norm influencing intentions to protect personal computers and descriptive norm influencing intention to perform security behaviours relating to the Internet (Anderson and Agarwal 2010) .
The role of gender is, however, less clear. Some studies have considered whether it has a direct influence on security intentions or behaviour (Gratian et al. 2018; Herath and Rao 2009; Mamonov and Benbunan-Fich 2018) , whereas others model it as a precursor of constructs such as: perceived risk (Garbarino and Strahilevitz 2004) ; information privacy concern (Mohamed and Ahmad 2012); and perceived vulnerability, response efficacy and security self-efficacy (Chen and Zahedi 2016) . It has also been modelled as a moderating influence (Luciano et al. 2010) . This study provides a starting point for further investigation by exploring which security behaviour precursors exhibit gender differences.
Research Questions and Hypotheses
Home information technology users face numerous security threats (e.g. attacks on software vulnerabilities and phishing) and need to protect themselves by taking security measures such as backing up, creating secure passwords and installing security software. However, they generally have less access to security training and support. The research described in this paper is designed to compare the security behaviours and perceptions of males and females in order to identify differences that may have implications for securing home users' devices, software and data. As discussed above, PMT (Rogers 1975; Rogers 1983) proposes factors that potentially influence intentions to undertake behaviours and has been widely used in information security behaviour research. Research that has used PMT suggests that user perceptions relating to perceived vulnerability, perceived severity, security self-efficacy, response costs and response efficacy all influence security intentions (e.g., Boss et al. 2015; Liang and Xue 2010; Mwagwabi et al. 2018 ). In addition, subjective norm and descriptive norm have been shown to play a role in previous research (Anderson and Agarwal 2010) . These constructs are briefly defined below in Table 1 .
Perception Definition
Perceived severity The degree to which a user believes that the consequences of security threats would be severe Perceived vulnerability
The degree to which a user believes that they are likely to experience security related threats Security self-efficacy
The degree to which a user is confident in their own ability to take protective action against security threats Response efficacy
The degree to which a user believes that available protective measures are effective Response cost
The degree to which a user believes that there are costs associated with recommended protective behaviours Subjective norm A user's beliefs as to whether others want them to perform security behaviours Descriptive norm A user's beliefs as to what most other people do in terms of protective security behaviours Some previous research has identified gender differences in security behaviour, but the results have been mixed. Sheng et al. (2010) found that female users were more likely to click on links in phishing emails and continue on to provide personal information. Gratian et al. (2018) also found that females had weaker password behaviours in terms of password strength, regularly changing passwords and using different passwords for different accounts; they also had weaker updating behaviours such as not immediately installing updates. However Gratian and colleagues (2018) did not find differences in terms of device securement, and Pattinson et al. (2015) found no significant gender differences in work related computer-based security behaviour. Based on this, we anticipate that there will be differences across individual security behaviours such as password use and backup behaviour, and as the current study focusses on personal information security behaviour, we hypothesise that:
H1: Females will have lower overall levels of information security behaviour than males
Early research on gender differences found that computer use may be seen as a masculine activity (Williams et al. 1993) and that females were more anxious about using computers in general (e.g., Broos 2005) . They were also found to perceive a higher risk in online purchasing (Garbarino and Strahilevitz 2004) . A more recent meta-analysis suggests that there has only been a minimal reduction of the general difference in attitudes between genders, but that differences may be more pronounced in
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Gender Differences in Information Security specific areas of attitude (Cai et al. 2017) ; for instance in the context of online privacy concerns, with females being more concerned (Hoy and Milne 2010; Laric et al. 2009; Mohamed and Ahmad 2012) . Thus it is likely that gender differences may exist in information security perceptions that have been shown to influence security behaviour (e.g., Anderson and Agarwal 2010; Boss et al. 2015; Liang and Xue 2010; Mwagwabi et al. 2018 ) and we hypothesise that:
H2: Differences in information security perceptions will exist between females and males
In exploring possible reasons for why females were more susceptible to phishing attacks, Sheng et al. (2010) found that their female participants had less technical knowledge and training than the male ones and proposed this as a partial explanation for differences in susceptibility to phishing attacks. Therefore, we hypothesise that:
H3: Females will have less information technology skill and previous information security training than males
Method
The target population for this study was people who use information technology devices such as home computers, tablets and smartphones for personal use, and data was collected using an anonymous online questionnaire.
Participants and Procedures
In order to obtain participants from a wide spectrum of backgrounds a third party recruiting company used census balanced random sampling to identify potential participants from their panel members. Potential participants in the United States were contacted via email and invited to participate by completing an anonymous online questionnaire that was hosted on SurveyMonkey. All participants were 18 or over and had both a home computer and a mobile device.
Survey Instrument
The first section of the questionnaire asked about gender, previous information security training and self-reported level of skill with information technology. The second section of the questionnaire asked questions about the participants' security perceptions and behaviours relating to one of their devices.
To get a broad range of responses, participants were randomly allocated to answer questions about either their home computer use, or about their mobile device use. The security perceptions measured were: perceived vulnerability, perceived severity, security self-efficacy, response efficacy, response cost, subjective norm, and descriptive norm (see Table 1 above for brief definitions of these constructs). To ensure validity and reliability of the items, we selected items that had been validated in previous information security research wherever possible and the items were modified for the personal computing domain as necessary.
The items to measure information security perceptions were measured on 7 point Likert scales from 1 "Strongly Disagree" to 7 "Strongly Agree" (see Appendix for all security perception items and their sources). Once data collection and preparation were completed, reliability testing was conducted to ensure that the constructs demonstrated sufficient internal consistency. All Cronbach alphas were above 0.9, and the scales were thus found to be reliable (Nunnally 1978) . A summary measure of each of these constructs was then calculated for each respondent as the average of the responses to the items.
Security behaviour was measured using six items, each of which asked the participant about whether or not they performed a specific common security behaviour (see Table 2 for a list of these behaviours). These items were chosen as representative of recommended personal information security behaviours, and responses to each were coded as 1 for "Yes" or 0 for "No" or "Unsure". An overall measure of information security behaviour was also calculated as the sum of the responses to the six items.
Results
A total of 624 valid responses (62.5% female and 37.5% male) were used for the analysis. As can be seen from Table 2 , there were significant differences between females and males for three of the six individual security behaviours. There were gender differences in whether users had recent backups of their device (χ 2 (2, N=624) = 11.064; p = 0.004), with females less likely to have recent backups (43.3% versus 53.8%). It was also interesting to note that females were more likely not to know whether they had recent backups (13.8% versus 6.4%). There were also significant differences between females and males in whether they had installed security software such as anti-malware themselves (χ 2 (2, N=624) = 7.805; Females and males were not significantly different in terms of whether they enabled automatic updating of software (χ 2 (2, N=624) = 3.858; p = 0.145), nor in whether they secured their device with a password (χ 2 (2, N=624) = 1.346; p = 0.510). There were, however, significant differences between females and males in whether they had a firewall enabled in their home network (χ 2 (2, N=624) = 13.241; p = 0.001), with females less likely to have done so (64.1% versus 13.7%); females were also more likely not to know whether one had been enabled (17.7% versus 9.0%).
To compare levels of overall security behaviour, a non-parametric Mann-Whitney U test was used as the data did not meet the assumption of normality. As can been seen in Table 3 , females had significantly lower levels of overall security behaviour than males (Mdn 4.00 vs 5.00; U=38,480, Z=-3.33, p=0.001). H1 was therefore supported. Table 3 also provides a gender comparison of the mean levels of each of the security perceptions relating to personal computing that were considered in this study. Differences in these perceptions were analysed using non-parametric Mann-Whitney U tests as the data did not meet the assumption of normality. Significant gender differences were found for two of the perceptions that were considered. Females were found to have significantly higher levels of perceived severity than males (Mdn 6.50 vs 6.00; U=36,642, Z=-4.21, p<0.001); that is, they believed that the impact of a security event would be worse for them than males did. They did not however feel more vulnerable to security threats (Mdn 4.67 vs 4.83; U=44,532, Z=-0.50, p=0.614). These results provide partial support for H2, suggesting that there are some gender specific differences in information security perceptions, with female users believing that the impacts of security events will be more severe, and that others are more likely to be taking action to protect themselves. It was surprising that no significant difference in security self-efficacy was found, given previous research that suggests that females have less technical information technology knowledge and training (Sheng et al. 2010) and that female students have lower levels of computer self-efficacy (He and Freeman 2009) . This was explored further in testing H3. Table 4 summarises participants' self-rated skill with information technology and their previous security training. Differences between genders were analysed using chi-square tests. The majority of participants rated their skill with computers as good or excellent (64.7%), however only 18.9% had previously received any information security training. There were significant differences between females and males in both self-rated skill with information technology (χ 2 (4, N=624) = 15.510; p = 0.004), and whether they had previously received information security training (χ 2 (1, N=624) = 11.061; p = 0.001). That is, females were less likely to have received information security training in the past and considered themselves to have lower levels of skill with information technology. Therefore H3 was supported.
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Discussion
This study investigated gender differences in a range of personal information security behaviours as well as potential contributors to security behaviour. As hypothesised, gender differences in security behaviour were found, with males exhibiting stronger behaviour overall. This is consistent with previous research (Gratian et al. 2018; Sheng et al. 2010 ). Males did not, however, consistently protect themselves better across all of the individual security behaviours considered. The three behaviours where no gender difference was found were: enabling automatic updating of software, securing devices with passwords, and using security software (once installed). These behaviours require less technical skill than those where differences were found: installing security software, enabling firewalls and keeping regular backups, supporting Sheng et al.'s (2010) suggestion that gender effects on security behaviour are mediated by technical knowledge and training, as our results also show that females report lower levels of information technology skill and information security training.
Gender differences were found for some security perceptions but not others. It is interesting that female users believed that the effects of a security threat would be worse for them than males users did, but did not feel more vulnerable, despite believing themselves to have less information technology skill. The higher levels of perceived severity are consistent with females having higher levels of information privacy concerns (Hoy and Milne 2010; Laric et al. 2009; Mohamed and Ahmad 2012) , but the lack of
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Gender Differences in Information Security difference in terms of perceived vulnerability is not. However, in research on security perceptions Sasse et al. (2001) found that users tend not to consider their information to be of value to others and therefore view it as not important enough to be targeted. Therefore, while female users appear to perceive the outcomes of a security event as being worse they do not view themselves as more likely to be attacked, perhaps devaluing the worth of their information.
It was surprising to find that there were no significant differences in perceptions of security self-efficacy between female and male users despite the lower levels of information technology skill and security training that female users reported. This finding is inconsistent with early research that showed differences in computer self-efficacy for complex tasks, but not simple ones (Busch 1995) and requires further research.
In terms of general computer attitudes, females have been shown to be driven more by social norms than males (Venkatesh and Morris 2000) . Both descriptive norm and subjective norm were considered in the current study and females were found to have higher levels of descriptive norm, but not subjective norm. That is, females were more likely to believe that other people actively protect their own information security, but their perceptions as to whether other people want them to take security measures did not differ from those of males. Descriptive norm has been shown to be a more important predictor of security behaviour than subjective norm in the personal information technology context (Thompson et al. 2017) , therefore gender differences in this are likely to contribute to the differences in security behaviour that were observed.
The differences in levels of factors that may influence security behaviour and perceptions identified in this study have implications for how security education, training, and awareness initiatives are designed and conducted, and suggest that knowledge and training differences should be targeted. However, the fact that female levels of the coping appraisal factors of security self-efficacy, response efficacy and response cost were not significantly lower than those of males suggests that there is not a need for gender specific campaigns targeting these factors. The gender differences in security behaviour do not appear to arise from them.
A limitation of this study is that it only involved US participants. Cyr et al. (2017) found that psychological gender (i.e. values such as masculinity or femininity) plays a more important role in website perceptions than biological gender, therefore as different cultures show differences in masculinity/femininity (Hofstede 1983 ) the potential role of this dimension of national culture in information security behaviour should be considered in future research that builds on the work of Rocha Flores et al. (2014) in the organisational security context.
Future research should also further explore the differences that have been observed in this study, and why they arise. One avenue to consider is that of personality. In a study on organisational information security behaviour, McCormac et al. (2017) found that gender differences in information security awareness disappeared when the personality traits of conscientiousness and agreeableness were taken into account.
Conclusion
In this work, we analysed the influence of gender on security behaviours and perceptions in a home computing environment. We have addressed the scarcity of research on gender differences in information security by reporting the first large scale study home users, considering both a range of personal information security behaviours as well as how gender differences may impact determinants of security behaviour. We collected data from a broad range of respondents, and were not limited to a particular subset (e.g. students). Our findings reveal significant differences between males and females for three of the six individual security behaviours, and that overall levels of security behaviour were significantly lower for females than for males. In terms of security perceptions, we found that females were also more likely to perceive a higher level of severity of security threats than males, but perceived their vulnerability to be lower -possibly contributing to the lower overall security behaviour observed. Finally, gender differences were found in social norms with females being more likely to believe that other people implement security measures, although they did not differ in perceptions of whether other people may want them to undertake security measures.
These findings contribute to the behavioural information security field by considering a key individual difference -gender -in the context of security behaviours and perceptions. The results may be of particular relevance when designing security education, training, and awareness initiatives for the broader community as these are often based on models such as PMT (Rogers 1975; Rogers 1983 I believe other people implement security measures on their devices I believe the majority of people implement security measures on their devices to help protect the Internet I am convinced other people take security measures on their devices It is likely that the majority of home computer users take security measures to protect themselves from an attack by hackers
